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Agenda

● Installing Clair

● Configure cfstep-paclair  OOTB Step

● Setup Storage Integration

● Upload Clair Reports



Security is 
Critically 
Important

Anything you can do that helps with your 
security story which has a low cost should be a 
given.

The cost to remediate vulnerability is 
exponentially lower the sooner you address in 
Software Development Lifecycle.

Let’s setup a simple step today together with 
minimal cost to operate to help us save on the 
price of vulnerabilities.



Clair

Where does Clair fit into CI/CD?
Open Source project (low cost)
Simple vulnerability scanning
Prevent vulnerabilities from being introduced
Reports to remediate vulnerabilities

Clair Reports
HTML report is created

Clair Scans in CI Pipeline
Scan Docker image
Fail build based on predetermined thresholds
Report results back to Docker image

Clair Report Storage
Store Clair report for you build



Clair Helm Chart
Download/Configuration/Installation of Clair via Helm Chart

https://github.com/coreos/clair/tree/master/contrib/helm



YAML Step for Clair Scan



Annotating the Docker image 
with vulnerability information



Setup Storage Integration
Add Storage Integration to Codefresh

https://codefresh.io/docs/docs/configure-ci-cd-pipeline/test-reports/#connecting-your-storage-accou
nt



Upload Clair Reports
Add Report Archiving Step to Codefresh Pipeline



YAML to Upload Clair Report to 
Storage via Integration



Accessing your stored reports 
from Codefresh







Sign up for FREE! 120 
builds/month

Schedule a 1:1 with our 
DevOps Experts

Questions?

Codefresh.io



See our upcoming Codefresh Live events at:
 

codefresh.io/events

Thank You


